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STARK

Setting up your Multi Factor Authentication
(MFA)

To access various apps with your STARK Build account, you will need to complete the first-time
login process and configure additional security measures, including MFA.

MFA (Multi Factor Authentication) is used to enhance security on your online STARK UK account
and allow access to your online account resources on devices outside of STARK systems and
computers.

There are two ways to set up MFA:
You can either use the Microsoft Authenticator App, or set up SMS verification via a mobile phone

number. Whilst the SMS option is easier to set up, using the App provides enhanced security
levels

Using the Microsoft Authenticator App

1. Open Microsoft 365 in your browser and log into your new STARK Build account.

B Microsoft E;E‘RK
Slgn in & caitlin.hughes@starkbuild.co.uk

Enter password

canlim.hug-wes;‘:“-51-3rk|3uiiu:;.c-:3.uld

---------

No account? Create one!

Can't access your account?

2. You will be brought to a screen that looks like this. Click 'Next'.

B STARK

caithn.hughes@starkbuild.co.uk

More information required




Setting up your MFA using

Microsoft Authenticator

Screenshots and popups may vary depending on the make of your device - the
process is the same

If you wish to use Microsoft Authenticator as your preferred MFA method and do not
already have the Microsoft Authenticator app, you will need to download this on your
preferred device. See below:

Scan QR Code to download app for Scan QR Code to download app for
android: i0S:

or CLICK HERE to download if or CLICK HERE to download if
viewing this from a mobile device viewing this from a mobile device

1. When you first open the app, you will receive the below prompts, '‘Accept' the privacy
statement, 'Skip' the next screen until you end up with the third screen (Add Account)

10:54 w - - 10:54 W o -
10:54
1. 2. Skip = Authenticator
e*ﬂ *
o
Secure Your Digital Life Ready to add your first account?

Any Microsoft account or other type of account
you add will appear here.

Microsoft respects your privacy B Sign in with Microsoft

We coll data to keep the

When you are signed in with Microsoft, all stored
does not include passwords, addresses, and other autofill info will be

available on this device.

Add account
Add work or school account
Already have a backup?
Restore your account.
Accept
Begin recover

8% Scan a QR code

Statement

Restore from backup



Setting up your MFA using

Microsoft Authenticator

2. Open the authenticator app on your preferred mobile device.

3. Within 'Add Account' (+ in top right hand corner of your screen) or press 'Add account' button.

17:20

< Search

= Authenticator

Ready to add your first account?

Any Microsoft account or other type of account
you add will appear here.

Add account

Restore your account

Begin recovery

Authenticator Password: Addresses Verified IDs

3. Select the 'Other' option

11:19

< Search

4 Add account

Personal account

Work or school account

R Other (Google, Facebook, etc.)

(@ When you are signed in with your personal account, all
stored passwords, addresses, and other autofill info will be
available on this device.



Setting up your MFA using

Microsoft Authenticator

4. The below screen will appear on your mobile device.

11:19

4 Search

4 Scan QR code

Your account provider will display a QR code

Or enter code manually

5. Go back to your computer screen and make sure you're at the 'Start by getting the app'
stage, then click 'next’ on your next two screens.

If you have a message on the screen advising the session timed out, just re-load the site
and go back through the steps of adding your device

Start by getting the app

oft Authenticator app on your device. choose "Next

Cancel

Set up your account

ur app. add an account and select "Other




Setting up your MFA using STARK

Microsoft Authenticator

6. Scan the code on your device. This will take you to the next screen that will generate
a one time code.

This one time code has a time limit of 30 seconds. Please ensure you do this next
step within that time frame.

Go back to your computer, and click '‘Next'

Scan the QR code

. One-time passwords enabled
3 You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

€ 490 7571

X Remove account

You will then see a 6-digit code on your phone in the Microsoft Authenticator app
(see above)



Setting up your MFA using

Microsoft Authenticator

7. Enter the code displayed on the Authenticator app into your computer, and click 'Next'

Microsoft Authenticator
P—
Enter code
Enter the 6-digit code shown in the Microsoft Authenticator app.
490751
-

8. You will then receive a notification that the Authenticator App was successfully
registered.

x

Authenticator app was successfully registered

Now in future when prompted for the authentication code when signing into Apps,
you can generate this on your mobile device using the Authenticator.

This will prompt you to input a code from the authenticator app.

B® Microsoft

alex.jackson@saint-gobain.com
Enter code

[@ Please type in the code displayed on your
authenticator app from your device

Code




Office 365

Using Microsoft Authenticator

To generate the code, open the App on your device

Authenticator

Once the app opens, tap your profile

Authenticator

L\"j Stark Group >
Cait @starkbuild.co.uk

This will then generate a code which you input into your computer

when prompted
Q Microsoft

133 409 &



Office 365

Using Microsoft Authenticator

OR this could look as demonstrated below:

When you log in, you will be prompted to 'Approve your sign in request’ via the
Authenticator app

B STARK

figoodyer@starkbuild.co.uk
Approve sign-in request

g Open your Authenticator app, and enter the number
shown to sign in

6/

No numbers in your app? Make sure to upgrade to the latest
Version.

can't use my Microsoft Authenticator app right now

More information

To do this, open the Authenticator app

Authenticator

You will immediately be prompted to enter the 2 digit number as above. Then click 'Yes'.

Are you trying to sign in?

Stark Group
Fi.Goodyer@starkbuild.co.uk

Enter the number shown to sign in.

[Enter number

No, it's not me Yes
I —— ) ———



Setting up your MFA via a

phone number

If you do not want to use the Microsoft Authenticator app, you can choose to set up a
different MFA method - this will be verification via an SMS to your mobile phone.

Using Mobile Number Verification

1. To start, click on the 'l want to set up a different method' hyperlink at the bottom of the dialog box.

Keep your account secure

ur arganisation requires you to set up the fallowing methods of proving whe you are

Microsoft Authenticator

ﬁ Start by getting the app

- On your phone, install the Microsoft Authenticator app. Dow T

After you install the Microsoft Authenticator app on your device. choose “Nest™

Lwant 1o set up a different methed

2. This will prompt you to choose a MFA Method - here you will select 'Phone'.

Choose a different method

Which method would you like to use?

Authenticator app

Phone

3. Ensure you have the 'United Kingdom (+44)' selected, enter your preferred mobile number,
then click 'Next'. This does not have to be a company-provided phone.

Phone

O 1o Set g 3 citferent methed



4. Once you have received your verification code by text, input where it says '‘Enter Code' and click

'Next' again.

5. There will be two more pop ups confirming your SMS verification was successful.

Select 'Next' and 'Done' on these.

soesafully set up your security info, Choose “Done” (o continue Signing in

Dafault gign.in methad:

-

You will then be taken to the application you are trying to access.



